TPAHC®EP HA AAHHU KbM TPETU AbPXKABU U
MPABOMNPUNATAHETO CNEAQ ObWWAA PETTAMEHT
OTHOCHO 3ALLIUTATA HA AAHHWUTE
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YACT 1: TPAHC®EP KbM TPETU
ObPYABM (CALL)
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PRISM - CUCTEMA 3A OHJTIAVH LUMUOHAMX
OAKTU
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. C: RTN-EDC (real-time notification of an e-mail event such as a login
P7: Skype or sent message)
P8: AOL D: RTN-IM (real-time notification of a chat login or logout event)
PA: Apple >| E: E-Mail
F: VolP
G: Full (WebForum)
H: OSN Messaging (photos, wallposts, activity, etc.)
I: OSN Basic Subscriber Info
J: Videos
. (dot): Indicates multiple types
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3aKOH 3a ynpa*KHABaHe Ha Haa30p

BbPXYy BbHLUHOTO pa3y3HaBaHe FISA § 1881a

e JloCcTaBUMK Ha €/IEKTPOHHU KOMYHUKALMOHHMU YCAYIU

* “UHdopmauna OT BLHLLUHOTO pasy3HaBaHe"

TS
2y T;g?yl D)

— MuHummnsnpaHe / ueneHacodyeHu npoueaypu (nnua B

CALLI)

e “NnpeKTnBa“ 3a AacTaBUYUKa Ha yCAyru
nHTepdencu API (?)




CNOPA3YMEHMETO SAFE HARBOR:
MPABHA APTYMEHTALUA
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We self-certify compliance with

US.+EU

SAFEHARBOR

U.s. DEPARTMENT OF COMMERCE
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Yn. Art 7 & 8 Ha XapTaTa Ha
OCHOBHMUTe npasa Ha EC

* ,PRISM” -v-  3ana3BaHe Ha 0aHHU
e [AaHHW 33 CbAbPrKaHUe -V- MeTa AaHHWU
 “noctbnHU” -v- CbXpaHABaHe

* be3kpaliHO -v- 24 meceua



Yn. 8 Ha XapTaTa Ha OCHOBHUTe nNpaBa Ha EC

* ,MpepocraBaHe HA AaHHU"

— CbpasmepHocT EC

TOP SECRET//COMINT//REL TO USA, FVEY

(TS//SI//REL TO USA, FVEY)
User Activity Possible Queries

User Activity

Datetime: |

Search For:  usorname

Search Valye My_Usamame

Reaim natiog

Facebook Inc.




Hameca (onpocmen sud)
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N3TerneHn AaHHU?
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NoCTbMNHU AaHHU?
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KoHAUKT

XapTa Ha OCHOBHMUTEe
npasa Ha EC

§ 1881a FISA

3ALLUTA 1]
HAO30P!!!




SAFE HARBOR: KOMUCHUA 3A SALLIUTA HA
TNYHUTE OAHHU DPC
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,He Mmucns, ye e mosikoea usHeHadsauwo, 4ye
amMmepuKaHCKuUme pa3y3HasameJsiHu ciyxbu
echbWHOCM uMam docmsbIl1 om
aMepuKaHCKume KomMrnaHuu*



LJCAD VI, SCATCITS,
With reference to your letter of 29" July 2013, please see the following points.

As previously stated, we consider that we have set out our position clearly in previous
correspondence and the fact that we choose not 1o comment on all arguments you
have presented should not be taken to mean that we agree with them. We therefore
reserve the right to argue them as necessary in the course of judicial review

proceedings
»Shall“=,,may” Jfrivolous”
T'ooeTrearwegem m ol'the positmn that thérorsoasts—wrmiin the Data Pmlunon

Acts 1988 and 2
a complaint and t
rely on Sections
relevant legal ba
position on this point or, should it anse, dctcndmb our position that there 1s no basis
for an investigation of this complaint (*Complaint 23%).

Please be advised that we can no longer respond in detail to further correspondence
where you seek to summarise or limit our position in this matter and instead we wall
refer you to our correspondence to date on this matter.

Yours sincerely,

Cain Q2001

Ciara O'Sullivan
Sentor Comnhiance Officer




At the Irish Data Protection Authority...

We %'f

Why did you not investigate PRISM?

* A: ,shall“ means , may” + B: ,frivolous or vexatious”

+ C: Combination of A and B + D: Another reason



SAFE HARBOR: BbPXOBEH CbA
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SAFE HARBOR: CbA] HA EC
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PeweHune (XapTara)

SAFE HARBOR e HeBanugHo:

e ,Pecnamenm, kolimo no npuHyun
11038018980 00CMbI1 00 CbOBPHAHUEMO
HaQ eneKMpoHHamMa KomyHuxkauusa “
HapywaBsa 4. / Ha XapTaTa

e ,PecnameHm, Koimo He npedsuxoa
8b3MOXHOCM Ype3 xcanba 0a ce noayyu
docmdbrn 00 OaHHU uau 0a ce uzdelicmsea
mAXHama nonpasKu usau 3aau4a8aHe »
HapywaBa 4. 47 Ha XapTaTa




OcHoBHa 4YacT Kernbereich

be3 Hameca

NMponopunoHanHocT

3aKOHOBAa Ues1 Ha MsipKaTa
NMoaxopswa mspka, 3a NnocTUraHe Ha
uenTta

MspkaTa Tpsi6bBa ga 6bae B
CbCTOsIHUE Aa NOCTUrHe uenTta (no-
Manko obpemMeHsiBaLly HaA4YNH?)
MsapkaTta TpsiOBa Aa e pa3yMHa
npeaBu KOHKYPEHTHUTE UHTepecu Ha
pasnuyHuTe rpynu

OCHOBHa 4acT




PRISM: BbAELLE

@maxschrems



lNpepasaHe Ha AaHHU B CALL

Ba)Ho:
- OTnagHa camo ,npusBuaermaTa’ 3a WaTcku dupmm

- Cera CALL e kKaTo BCAKa Apyra TpeTa AbPrKaBa

Pe3ynrar:

- U3KntoyeHus B Y. 26 Ha AlnpekTtusa 95/46/EO
Hanpumep: cbrnacue, 40rosop, 06BbP3BaALLM KOPNOPATUBHM
npasuAa...




Cvrnacue

EBponeuncKo npaso:
- CBobogHoO

NHPOPMUNPATUBHO

AcHo onpeaeneHo
- CneundpunyvHo

Npaso Ha CALL:
- “Gag Orders”

(3aBOanmnpaHe)

,Bawume daHHU Moz2am Oa 6bOam obpabomeaHu
usebH ENII, eknrodyumenHo CALL “

,Bawume 0daHHU ca rnpedOMem Ha 3aKoHUME Ha
CALL*

,Bawume OaHHU ca npedmMem Ha B8CUYKU
MPUSIOXKUMU 3aKOHU*

OK

, CbrnaceH cbM, BCUYKNTE MU NUYHU
OAaHHM Ja ca Ha pasnonoXeHue Ha
NSA, FBI (...)

YES No




CTaHAapTHU A0roBopHU Knaysu/
06Bbp3BaLLM KOpNOPaTUBHU NPaBUAa

- Knaysa 5(b) Ha npunoxeHneto Kkbm PeweHneTo Ha
KomucumaTa E 2010/87/EO

- NHpopmaumsa Ha amepUKaHCKMA BHOCUTEN 3@ NPABOTO
Ha CALLL

- Bb3MOXKHOCT 3a NpeKpaTABaHe Ha J0roBopa

- Yn. 4(1)(a) Ha Pewernune 2001/497/EO
- MpenpaTtka Kbm yn. 13 Ha Aupektmsa 95/46/EO




SAFE HARBOR: LLUIAT 3A INMHUTE AAHHW
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From: "FOlA@trade.gov" <FOIA@trade.gov>
Subject: FOIA Expedited Processing Disposition

Reached for DOC-ITA-2016-000577
Date: February 10, 2016 at 4:04:25 PM EST

To: "EOlA@epic.org” <FOlA@epic.org>

Your request for Expedited Processing for the FOIA
request DOC-ITA-2016-000577 has been denied.
Additional details for this request are as follows:

® Request Created on:02/08/2016

® Expedited Disposition Reason: Because the
record that you requested does not exist, we
are denying your request for expedited
process. Please note that the Department has
provided you a final response within ten calendar
days.

® Request Long Description: EPIC seeks the
immediate release of the “Privacy Shield,” a
framework for transatlantic data flows,
announced by Secretary Pritzker on February 2,
2016.



/lBe npenATCcTBUA
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Art 25 OupekTtusa 95/46/EO XapTa
, M0 cvuyecmso 6e3 pasznuka” Yn.7,8 & 47




HABNTIOAEHUE
OueHKa
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AHEKC VI, CTP. 4

PPD-28 also provides that signals intelligence collected in bulk can only be used for six
specific purposes: detecting and countering certain activities of foreign powers; counterterrorism;
counter-proliferation; cybersecurity; detecting and countering threats to U.S. or allied armed
forces; and combating transnational criminal threats, including sanctions evasion. The
President’s National Sccurity Advisor, in consultation with the Director for National Intelligence
(DNI), will annually review these permissible uses of signals intelligence collected in bulk to see
whether they should be changed. The DNI will make this list publicly available to the maximum
extent feasible, consistent with national security. This provides an important and transparent
limitation on the use of bulk signals intelligence collection.




OunpekTnBa 3a Nnpe3ngeHTcKaTa NnormTuKa
PPD-28, cTp. 3

Limitations on the Use of Signals Intelligence
Collected in Bulk.

[

. ~
2. 2

Locating new or emerging threats and other wvital national
security information is difficult, as such information is often
hidden within the large and co =x system of modern global

e

communications. The United : es must conseguently collect

' ' . . < . ' .
slgnals i1ntelligence 1n bulk®™ 1n certaln circumstances 1n order
to identify these threats. FRoutine communications and

communications of national security interest increasingly



PPD-28, cTtp. 3, FN 5

° The limitations contained in this section do not applv to signals

intelligence data that i1s temporarily acquired to facilitate targeted
collection. References to signals intelligence collected in "bulk"™ mean the

authorized collection of large quantities of signals intelligence data which,
dus to technical or operational considerations, i1s acguired without the use
of discriminants (e.g., specific identifiers, selection terms, etc.).







HABJIIO0EHUE
MPABHA 3ALLUNTA
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v

(i) ,has been investigated”
(ii) ,,complied or remedied”

‘IIIIIII

,Will neither confirm nor deny that whether
the individual has been the target of
surveillance” nor ,,confirm specific remedy”

aHekc lll, nap. 4(e)







HYACT 2: MPABONMPUNATAHE C/ZIEAQ ObLLUNA
PEIJTAMEHT

@maxschrems



OGLL, PE[/IAMEHT: IVAJIHO
NPABOMPUNATAHE

- Xanba npep opraHa no 3awmuTa Ha AaHHUTE

- MscTo Ha cybeKTa Ha aaHHUTe / ceganuvile Ha dupmarta
- [pouenypa c aBe cTpaHn

- MNpaBHa 3awmTa (AAMUHUCTPATUBEH CbA,)

- HakasaHusa (20 maH. eBpo / 4%)

- Mo rpaxpaHCKO-NpaBeH NbT

- MecToxuseeHe, dunman, npeacTaBUTENCTBO, [/TaBHO yNpaB/eHue,
notpebuten (...)

- Mponyck, 3ann4yaBaHe, MHPopmauma, obesuieteHue (...)







ObLW], PETNTAMEHT: OPYXKECTBA C

MOEANTHA LLEN
- YneHn 80 (1)

- Bvb3naraHe ot cybekTn Ha AaHHU
- ,,06wo Bb3NaraHe oT roaAama rpyna xopa“

- YneH 80 (2)

- AGCTpaKTeH UCK (B MaNKo CTPaHU-YNEHKH)










OCHOBHUN MOMEHTW

 @doKyc busHec
 EBponenckn poKyc

* Mpexka / ba3oBa ocHOBa
* [Opyru




“ NPABO TEXHUKA “
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www.noyb.eu | @noybeu | @maxschrems | mail@mschrems.com



